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Biometric (face) recognition

A. Identification
Determine identity of an unknown person
1-to-n matching

...

B. Verification 
Verify claimed identity of a person
1-to-1 matching

(CelebA dataset) (MUCT dataset)



https://whyarg.com/wp-content/uploads/2017/06/videosurveillance.jpg

https://www.secureidnews.com/wp-content/
uploads/2013/03/3m_autogate-300x259.jpg



Identity

https://media.pitchfork.com/photos/59c0335abe5bf47cb9787b75/2:1/w_790/lynch.jpg
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SOFT BIOMETRIC ATTRIBUTES



1. Identity theft: combining soft biometric info with publicly available data

2.Profiling: e.g., gender/race based profiling

3.Ethics: extracting data without users’ consent

Soft biometric attributes: issues and concerns





https://www.nytimes.com/2018/01/28/technology/europe-data-privacy-rules.htmlhttps://www.nytimes.com/2018/01/28/technology/europe-data-privacy-rules.html

https://www.nytimes.com/2018/01/28/technology/europe-data-privacy-rules.html
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Goal: differential privacy

1.Perturb gender information

2.Ensure realistic face images

3.Retain biometric face recognition utility



Maximize the performance with respect to one classifier while 

minimizing the performance of another.
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Goal: 
• perturbing gender
• retaining matching utility



Gender classifier

Face matcher
Autoencoder to 
perturb image

!(X) = X'



General architecture of the semi-adversarial network



General architecture of the semi-adversarial network

Objective 1: 
Realistic images

Objective 3: 
Confound gender

Objective 2: 
Retain matching utility



Semi-adversarial network

Objective 1: 
Realistic images

Objective 3: 
Confound gender

Objective 2: 
Retain matching utility

adversarial

not adversarial



Convolutional neural networks



https://www.mathworks.com/content/mathworks/www/en/discovery/convolutional-neural-network/_jcr_content/mainParsys/image_copy.adapt.full.high.jpg/1517522275430.jpg

Convolutional neural network classifier



Objective 1: 
Realistic images

Objective 3: 
Confound gender

Objective 2: 
Retain matching utility

General architecture of the semi-adversarial network



“Trainable” part Pre-trained, detachable

Pre-trained, detachable



Gender prototypes

PMale
average of all male images

PFemale
average of all female images

Pneutral
weighted average PMale and PFemale



Same gender prototype:

Gender prototypes

Class labels
! ∈ 0, 1 ,
where 0 = female, 1 = male

Opposite gender prototype:



Convolutional autoencoder
architecture



Gender classifier 
architecture



Architecture described in “Parkhi O., Vedaldi M., Zisserman A., “Deep Face Recognition”, BMVC, 2015.

Face matcher
architecture



Face matcher: Siamese network

!(#$)

!(#&)



Face matcher: Siamese network

!(#$)

!(#&)

' #$, #& = !(#$) − !(#&) &&



Training a face matcher: Triplet loss

Anchor Positive Anchor Negative

Want encodings to be very different
(large distance)

Want encodings to be very similar
(small distance)



Anchor Positive Anchor Negative

! ", $ ≤ ! ",&

'(") − '($) ++ ≤ '(") − '(&) ++

Training a face matcher: Triplet loss



Anchor Positive Anchor Negative
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Training a face matcher: Triplet loss



Anchor Positive Anchor Negative
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Training a face matcher: Triplet loss



Anchor Positive Anchor Negative

! ", $, % = max( +(") − +($) .. + 0 − + " − + % ..,	0 )

Training a face matcher: Triplet loss



Anchor Positive Anchor Negative

! ", $, % = max( +(") − +($) .. + 0 − + " − + % ..,	0 )

Training a face matcher: Triplet loss

Side note: shortcoming off triplet loss
(as noted by Yann LeCun & Alfredo Canziani)



Objective 1: 
Realistic images

Objective 3: 
Confound gender

Objective 2: 
Retain matching utility

General architecture of the semi-adversarial network



Cost function for semi-adversarial learning

1. Pixel-wise similarity term
• Only used during the pre-training of the autoencoder

2. Loss term related gender attribute
• Correctly predict gender of X'SM
• Flip the gender prediction of X'OP

3. Loss related to matching
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Visual results



Visual results (improved)

Female: 69% Male: 99% Female: 71% Female: 58%

Male: 99% Female: 98% Male: 97% Male: 100%



G-COTS/
IntraFace

M-COTS

Replace detachable parts for evaluation
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[1] A. Othman and A. Ross. Privacy of facial soft biometrics: Suppressing gender but retaining identity. In European Conference on 
Computer Vision Workshop, pages 682–696. Springer, 2014. 

IntraFace gender classifier performance



Female classified as Male

M
al

e
cl

as
si

fie
d

as
M

al
e

G-COTS gender classifier
Before
After (SM)

After (NT)
After (OP)

10 −4 10 −3 10 −2 10 −1 10 0
0.00

0.25

0.50

0.75

1.00

(a) CelebA-test
10 −3 10 −2 10 −1 10 0

(b) MUCT

10 −3 10 −2 10 −1 10 0
0.00

0.25

0.50

0.75

1.00

(c) LFW

10 −3 10 −2 10 −1 10 0

(d) AR-face



Gender classifier accuracy
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[1] A. Othman and A. Ross. Privacy of facial soft biometrics: 
Suppressing gender but retaining identity. In European Conference on 
Computer Vision Workshop, pages 682–696. Springer, 2014. 

M-COTS face matcher 
performance

multi-subject comparisons



M-COTS face matcher accuracy
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Thanks for attending!

Questions?


